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Executive Summary

The Florida Department of State submits this report on behalf of the Military and Overseas Voting
Assistance Task Force (Task Force). The Florida Legislature established the eleven-member Task Force
during the 2016 Legislative Session. On April 15, 2016, Governor Rick Scott signed the bill into law. (See
Appendix A for Chapter 2016-242, Laws of Florida; House Bill 429/Senate Bill 184).

The Task Force is charged with studying the issues involving the development and implementation of an
online voting system that would allow absent uniformed services voters who are overseas to
electronically submit voted ballots. More specifically, the Task Force is to study, at a minimum:

e Any factor that limits the ability of absent uniformed services voters who are overseas to
request, receive, and return [vote-by-mail] ballots within the current statutory time period
for [vote-by-mail] ballots.

e The costs associated with the development and implementation of an online voting system.

e The feasibility of absent uniformed services voters who are overseas using an online voting
system to electronically submit a voted ballot.

e The security of electronically submitting a voted ballot through an online voting system.

e Procedures adopted by other states to facilitate greater electoral participation among
absent uniformed services voters who are overseas.

The law requires the Task Force to submit a report, including its recommendations, to the Governor,
the Senate President, and the Speaker of the House of Representatives by July 1, 2017. The
recommendations must address whether the state should pursue the development and
implementation of an online voting system for overseas uniformed services voters and if so, the
recommended steps for developing and implementing such a system.

The Task Force convened a full-day, publicly noticed, open meeting in Tallahassee, Florida, on June
5, 2017, to discuss its charge and the specified issues, and formalize its recommendations. No public
comments were received prior to or at the meeting. The Task Force expires upon submission of its
report.

The Task Force recognizes that overseas uniformed services voters encounter unique obstacles
while exercising their right to vote, particularly with the return of the voted ballot. However, the
Task Force does not recommend, at this time, that the State of Florida develop and implement an
online voting system due to the formidable challenges associated with establishing this new type of
system, such as ballot integrity, security, technology, privacy, and cost. Nevertheless, a number of
opportunities are available to leverage existing technological infrastructures, including the military’s
secure email service and strong authentication using military-issued Common Access Cards, and to
enhance and expand upon current procedures to facilitate voting for overseas uniformed services
voters. The Task Force recommends exploring these opportunities through working groups,
rulemaking, and/or pilot programs. Additionally, the Task Force recommends forging a new
partnership with state and local election officials, state technology officials, military advisors,
Department of Defense personnel and other stakeholders. This partnership will be key to realizing
these and other opportunities to enhance voting access for overseas uniformed services members.



Background

Military and Overseas Voters

Voting-by-mail (formerly referred to as absentee voting) arose historically from the needs of military and
overseas voters. The first widespread use of voting-by-mail in the United States occurred during the Civil
War. By 1917, Florida enacted its first voting-by-mail laws to enable soldiers serving overseas in the First
World War to cast ballots. To ensure equal opportunity and uniformity across the United States,
Congress enacted the Uniformed and Overseas Citizens Absentee Voting Act of 1986 (UOCAVA).
UOCAVA required all states to allow military and overseas citizens to vote-by-mail in federal elections.

A 2009 study produced by the Pew Center for the States, No Time to Vote — Challenges Facing America’s
Overseas Military Voters, concluded that despite the provisions of UOCAVA, one third of states still did
not provide enough time for absent military and overseas civilian voters to receive, vote, and return a
ballot to be counted in an election.! In response, Congress passed the Military and Overseas Voter
Empowerment Act of 2009 (MOVE Act), a part of which amended UOCAVA and required states to send
vote-by-mail ballots to UOCAVA voters at least 45 days before an election.?

In recent decades, an increasing number of states have expanded their voting options, providing more
voters with the option to vote-by-mail, as well as removing requirements such as having a written
witness to the signature on the ballot and having an excuse for being away from the poll on Election Day
to be able to vote-by-mail. Under UOCAVA, all states must provide blank ballots to UOCAVA voters by
some sort of electronic means, such as fax, email, or other online delivery system. Furthermore, thirty-
two states and the District of Columbia provide UOCAVA voters with the option to return vote-by-mail
ballots by electronic means, such as fax, email, or web-portal. (See Appendix B, Electronic Ballot Return
Methods by State, National Council of State Legislatures). The web-portals allow a voter to print, scan,
and upload a voted ballot image to the portal, transmitting the completed ballot to the local election
official.

Florida Statutory Overview

Voting-by-mail refers to voting a ballot received by mail or picked up by a voter or designee for a voter
who is unable or unwilling to go to the polls to vote during early voting or on Election Day. Since 2002, a
voter does not have to be absent from the county of residence or otherwise have an excuse in order to
request and obtain a vote-by-mail ballot (except on Election Day itself). A request covers all elections
through the end of the calendar year for the second ensuing regularly scheduled general election. To
receive a vote-by-mail ballot, the voter or authorized person must contact his or her county Supervisor
of Elections.

! Florida was not one of those states.
2 Florida was already statutorily complying with state law to send ballots by the 45-day deadline to absent
stateside and overseas military and overseas civilians.



For UOCAVA voters who have ballot requests on file, both federal and state law requires the ballots to
be sent out no later than 45 days prior to an election. Federal and state law also include several other
provisions that facilitate the receipt and return of ballots from UOCAVA voters:

e UOCAVA voters can register to vote and request a vote-by-mail ballot at the same time using a
Federal Post Card Application. Non-UOCAVA voters can request a vote-by-mail ballot only after
having become registered to vote, and must do so in two separate steps.

e The Department has adopted Rule 15.2.030, Florida Administrative Code®, which allows for
ballots to be sent to UOCAVA voters via fax or email. The rule allows for the return of a voted
ballot by mail or via fax from overseas voters. Section 101.697, Florida Statutes, authorizes the
Department of State to determine whether secure electronic means can be established for
receiving ballots from overseas voters.

e |f UOCAVA voters have requested but have not received their vote-by-mail ballots, they can use
the Federal Write-In Absentee Ballot (FWAB), a generic emergency back-up ballot available
online through a number of websites, including those of the Department of State and the U.S.
Department of Defense’s Federal Voting Assistance Program. This ballot can also be similarly
returned via fax by overseas voters only.

e For a ballot request not previously submitted in time for the UOCAVA mail out, a request to mail
the ballot must be received no later than 6 days before an election. However, the UOCAVA
voter, unlike the domestic voter, can request a blank ballot to be emailed or faxed up to and
including on election day. In presidential preference primary, special primary, general, and
special elections, an overseas voter’s vote-by-mail ballot postmarked or dated by Election Day is
counted if returned and received up to 10 days after Election Day. Absent this exception, the
deadline for return and receipt is 7:00 pm on Election Day in the county jurisdiction in which the
voter is registered.

For domestic vote-by-mail voters, the Supervisors of Elections mail out ballots to domestic voters (who
have requests on file) during a 7-day window (35" through the 28" day before an election). For a
domestic voter’s ballot request not previously submitted in time, the request must be received no later
than 6 days before an election. Requested ballots can be mailed out up to the 4th day before an
election. In order for a vote-by-mail ballot to be counted, it must be returned and received by the
Supervisor of Elections office by 7:00 pm on Election Day in the county jurisdiction in which the voter is
registered.

Statistical Data

A review of statistical data indicates that in comparison to domestic vote-by-mail voters, UOCAVA voters
have a lower participation rate. For the 2014 and 2016 general elections, participation rates for all
registered voters averaged 62.91 percent compared to an average of 33.82 percent for UOCAVA voters,
regardless of age.

Additionally, for those UOCAVA voters who did cast a ballot, the rejection rate was slightly more than
for domestic voters. For the 2014 and 2016 general elections the ballot rejection rate for UOCAVA
voters averaged a little more than three percent while domestic vote-by-mail ballots were rejected

3 Section 101.697, Florida Statutes, authorizes the Department of State to determine whether secure electronic
means can be established for receiving ballots from overseas voters.



slightly less than one percent of the time. The most commonly reported reasons for UOCAVA ballot
rejection are that the ballot was received after the deadline, or that there were issues with the voter’s
signature on the voter’s certificate accompanying the ballot. Although these issues also affect domestic
voters, UOCAVA voters face greater challenges due to long distance, geography, local postal and
communications infrastructures, and access to technology, especially for overseas uniformed services
voters in remote locations that may be impeded by timely receipt and return of the ballot or correction
of issues such as missing or mismatched signatures. The Task Force acknowledged the need for further
studies that can capture more specific data and allow more comparative analysis. (See Appendix C,
Statistical Data — UOCAVA Voting vs. Domestic Voting - Extracted data from U.S. Election Assistance
Commission’s Election Administration and Voting Surveys for 2014 and 2016.)

Chapter 2016-242, Laws of Florida

The Florida Legislature established the Military and Overseas Voting Assistance Task Force (Task Force)
during the 2016 Legislative Session. On April 15, 2016, Governor Rick Scott signed the bill into law. (See
Appendix A for Chapter 2016-242, Laws of Florida). Section 9 of the law specifically created and solely
pertained to the Task Force. The Task Force’s charge was to study issues involving the development and
implementation of an online voting system that would allow absent uniformed services voters who are
overseas to electronically submit voted ballots.

The following sections will describe in greater detail the responsibilities and composition of the Task
Force as provided by the law, the process followed by the Task Force members to reach their
recommendations, and the recommendations themselves.

The Military and Overseas Voting
Assistance Task Force

Responsibilities
Pursuant to section 9 of Chapter 2016-242, Laws of Florida, the Task Force was charged with studying
and reporting on the following issues, at a minimum:

e Any factor that limits the ability of absent uniformed services voters who are overseas to
request, receive, and return [vote-by-mail] ballots within the current statutory time period for
casting [vote-by-mail] ballots.

e The costs associated with the development and implementation of an online voting system.

e The feasibility of absent uniformed services voters who are overseas using an online voting
system to electronically submit a voted ballot.

e The security of electronically submitting a voted ballot through an online voting system.

e Procedures adopted by other states to facilitate greater electoral participation among absent
uniformed services voters who are overseas.



Membership

The Task Force was composed of eleven members. Each member was designated or appointed by an
authority prescribed by the law. Task Force members and their appointing officials included:

Member

Ms. Maria Matthews, Esq.

Lt. Col. William Stanton

Mr. Eric Larson

Undesignated

Undesignated

Hon. Paul Lux

Hon. Mike Hogan

Hon. David Stafford

Mr. Jared Marcotte
Ms. Samantha Walker

Ms. Linda Hastings-Ard

Public Meetings

Description

Director, Florida Department of
State, Division of Elections; Task
Force Chair

83" Troop Command,

Florida National Guard

Executive Director, Agency for State
Technology; Interim State Chief
Information Officer;

Florida Senator

Florida Representative

Supervisor of Elections, Okaloosa
County

Supervisor of Elections, Duval
County

Supervisor of Elections, Escambia
County

Custom Web Developer, Interface
Designer and IT strategist

Technical, Research, and
Management Expert

Chief, Florida Department of State,
Division of Elections, Bureau of
Voting Systems Certification

Appointing
Official/Organization
Designee of Secretary of State
Ken Detzner

Designee of Adjutant General
Michael Calhoun

Designee of Executive Director
of the Agency for State
Technology Eric Larson
Appointee of Senate President
Joe Negron

Appointee of House of
Representatives Speaker
Richard Corcoran

Appointee of Florida State
Association of Supervisors of
Elections President Chris
Chambless

Appointee of Florida State
Association of Supervisors of
Elections President Chris
Chambless

Appointee of Florida State
Association of Supervisors of
Elections President Chris
Chambless

Appointee of Secretary of State
Ken Detzner

Appointee of Secretary of State
Ken Detzner

Appointee of Secretary of State
Ken Detzner

The Department of State, Division of Elections staff facilitated one full-day, publicly noticed, open
meeting in Tallahassee, Florida on June 5, 2017 where Maria Matthews, Director of the Department of



State’s Division of Elections, served as the designated chair for the meeting. (See Appendix D for Task
Force Meeting Agenda and Appendix E for Task Force Meeting Sign-in Sheets). A packet of materials was
provided for review advance of the meeting.

At the meeting, Department of State staff provided a presentation before the Task Force to include:

o A brief history of vote-by-mail voting,

e An overview of federal and Florida laws regarding voting-by-mail for absent uniformed services
and overseas voters,

e A statistical analysis of data extracted from 2014 and 2016 U.S. Election Assistance
Commission’s Election Administration and Voting Surveys as specifically related to the issue of
vote-by-mail ballots for absent uniformed services and overseas voters, and

e A summary of electronic ballot availability and return options in other states.

Further presentations were provided on the topics of the 2008 Okaloosa County Distance Balloting
Project; 2014 Virginia Department of Elections SB 11 Workgroup Report; 2015 Review of the Federal
Voting Assistance Program’s Work Related to Electronic Voting; and 2016 Council of State Government’s
Overseas Voting — Strategies for Engaging Every Voter, Overseas Voting Initiative Policy
Recommendations Report. (See Appendix F for Presentations).

During and after the presentations, Task Force members discussed the various issues they were
mandated to study. The following key points were identified:

e Challenges in the return of the voted ballot. While Florida provides overseas uniformed services
voters with multiple options for requesting and receiving a vote-by-mail ballot, either in a
physical or electronic format, the primary challenge is the return of the voted ballot.
Contributing factors include, distance, geography, communications and postal infrastructures,
and access to necessary technology or equipment. It was also noted that overseas uniformed
services voters tend to be considerably younger than the average population and lower voter
turnout has been correlated with younger voters overall.

e Technical and procedural challenges to online voting. The public is increasingly accustomed to
advanced technologies and use of the Internet to communicate and conduct everyday social,
personal and professional activities, including sensitive or personal matters such as online
banking. The seamless and real-time access facilitates participation. However, the act of voting
presents a unique set of challenges. The Task Force identified three key factors that amplify the
complexity of developing and implementing an online voting system in comparison to other
online systems and activities:

0 Secrecy of the ballot
0 Authentication of the voter
0 Security
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Section 101.041, Florida Statutes,* (and Art. VI, § 1, Florida Constitution) requires a vote by
secret ballot. Current procedures and infrastructure are designed to preserve and maintain this
secrecy. Any online voting system would have to be able to authenticate the voter to ensure he
or she is eligible to vote in the election, capture the voter’s vote, record the voter’s voting
history, and prevent duplicate voting. To ensure the secrecy of the ballot, the system must be
able to disassociate who the voter is from how the voter voted on a ballot. Once a voter votes
and casts his or her ballot, the act of voting is complete and cannot be undone unlike many
online transactions. Additionally, while users of the Internet such as financial institutions,
inherently share an interest in preventing or mitigating fraud, the mere perception of a threat or
fraud in the electoral process can seriously undermine or erode public confidence. General
consensus is that significant security concerns still underlay current technologies. Any online
system would have to incorporate complex layers of authentication and voting protocols to
ensure security but not at the cost of accessibility and participation.

Costs of an online voting system. Limited information is available on the cost for the
development, implementation, and maintenance of an online voting system and would depend
on the functionalities of the system. In 2015, based on a similar study and task force, the Virginia
Department of Elections estimated the cost to develop a fully online voting system for total
stand-up solution at $2,249,977.08 and an annual cost of $849,977.08 for maintaining the
system. The first year cost per voted ballot was estimated to be $1,549.98 with a reduction to
$424.99 per voter for each year thereafter.

Opportunities to leverage existing infrastructures and methodologies. Opportunities outside of
an online voting system exist for improved voting access by using advanced technologies,
available resources and current infrastructures. Florida currently allows UOCAVA voters
overseas to return a voted ballot via fax. Building on this existing framework, it may be possible
to provide additional electronic return options of a similar nature, such as email return or
upload to a web portal. Additionally, the military uses numerous safeguards to control access to
sensitive information and to authenticate users. Secure .mil email addresses and servers or
Common Access Cards may prove to a be a viable way to facilitate enhanced electronic return
options for ballots from overseas uniformed services voters with significantly less risks than are
associated with online voting.

Public Input

The Task Force meeting was publicly noticed in the Florida Administrative Register, and open to the
public. Members of the public wishing to speak to or provide recommendations to the Military and
Overseas Voting Assistance Task Force had two methods by which to do so. First, the public could send
written communications to the Task Force, by either email or traditional letter; no written public

4 Although overseas unformed services voters can return a voted ballot via fax, a voter waives his or her right to
secrecy to do so.
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comments were received. Second, members of the public were given the opportunity to speak directly
to the Task Force at its June 5" meeting; no members of the public elected to do so.

Recommendation

The Military and Overseas Voting Assistance Task Force recognizes that overseas uniformed services
voters encounter unique obstacles when exercising their right to vote particularly with the return of the
voted ballot. However, the Task Force does not recommend, at this time, that the State of Florida
develop and implement an online voting system due to the formidable challenges associated with
establishing this new type of system, such as ballot integrity, security, technology, privacy, and cost.
Nevertheless, a number of opportunities are available to leverage existing technological infrastructures,
including the military’s secure email service and strong authentication using military-issued Common
Access Cards, and to enhance and expand upon current procedures to facilitate voting for overseas
uniformed services voters. The Task Force recommends exploring these opportunities through working
groups, rulemaking, and/or pilot programs. Additionally, the Task Force recommends forging a new
partnership with state and local election officials, state technology officials, military advisors,
Department of Defense personnel and other stakeholders. This partnership will be key to realizing these
and other opportunities to enhance voting access for overseas uniformed services members.

12
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Appendix A: Chapter 2016-242, Florida
Statutes

ICHAPTER 2016-242

Committes Substitute for Senate Bill Mo, 1384

An ach relating to military and veterans affairs, creating = 83,8682, F.3,;
regquiring a landlord, a condominium association, a cooperative associa-
tion, or a homeowners association to complete the processzing of a rental
application submitted by a servicemermber within a specified timeframe,
providing applicabhility, amending & 222,03, 5, requiring the applica-
tion form for an original, renewal, or replacement driver license or
identification card to include a wvoluntary checkoff authorizing veterans to
request written or electronie information on federal, state, and local
henefits and =ervices for veterans, requiring the requested information to
be delivered by a third-party provider, requiring the Department of
Highway Safety and Motor Vehicles to report monthly to the Department
of Weterans' Affairs the names and mailing or e-mail addresses of veterans
who request information; requiring the Department of Veterans” Affairs to
dizseminate veteran contact information to the third-party provider;
requiring that the third-party provider be a nonprofit organization;
definingtheterm “nonprofit organization”; requiring that the Department
of Weterans” Affairs provide veteran contact information to the appropriate
county or city veteran gervice officer; specifring that a third-party provider
may use vebteran contact information only as authorized; prohihiting a
third-party provider from =elling veteran contact information; requiring a
third-party provider to maintain confidentiality of wveteran contact
information under specified provisions, providing a penalty;, amending
& 265003, A, defining the term *veteran® or “military wveteran® for
purposzes of determining persons the Florida Weterans® Hall of Fame
Council may consider ag nominees for the Florida Veterans Hall of Fame;
creating = 489,1131, F.8,; directing the Department of Business and
Professional REegulation to provide a method by which honorably dis-
charged wveterans may apply for construction contracting licensure,
authorizing the Construction Industry Licensing Board to adopt rules;
directing the department, in conjunction with the board, to annually
prepare and submit a specified report to the Governor and Legislature;
amending = 489511, F.S.,; revising eligibility criteria for taking the
electrical or alarm syvstem contractor certification examination, creating &
485.51461, .5, directing the Department of Business and Professional
Begulation to provide a method by which honorahly discharged veterans
may apply for electrical or alarm system contracting licensure;, authoriz-
ing the Electrical Contractors” Licensing Board to adopt rules; directing
the department, in conjunction with the board, to annually prepare and
submit a specified report to the Governor and Legizlature; creating =
403,61025, F.2,; directing the Department of &Agriculture and Consumer
Servicestoprovide a method by which honorably discharged wveterans may
apply for private investigative, private gecurity, and repossession services
licensure;, authorizing the department to adopt rules, directing the
department to annually prepare and submit a gpecified report to the

1
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Ch. 2016.-242 LAWS OF FLORIDA Ch. 2016.242

Governor and Legislature; directing the Department of Highway Safety
and Motor Vehicles and the Department of Military Affaire to conduct a
cotntmercial motor vehicle driver license testing pilot program; specifiring
testing locations and funding; requiring the departments to submit a
report to the Legislature by a specified date, providing for repeal of the
program; creating the Military and Owverseas Voting Assistance Task
Force within the Department of State; specifring membership of the taszk
force, authorizing reimbursement for per diem and travel expenses,
prescribing duties of the task foree, requiring submission of a report to
the Governor and the Legislature by a specified date, providing for
expiration of the task force; providing for staffing; providing an effective
date,

Be [t Enacted by the Legislature of the State of Florida:
Section 1. Section 85,683, Florida Statutes, is created to read:

(1" If a landlord requires a progpective tenant to complete a rental
application hefore regiding in a rental unit, the landlord must complete
nrncessmg of a rental annllcatmnsubmltted bv a urnsnectwe tenant whn iza

must Wlthln that ? dav nerlud notifi the servlcemember 1nwr1t1n,q I:lf an

application approval or denial and, ifdenied, the reaszon for denial, Ahsent a
timely denial of the rental application, the landlord must lease the rental
unit to the servicemember if all other termes ofthe application and lease are

cotnplied with,

(21 Ifacondominium associgtion, sasdefined in chapter 718, a cooperative
aggociation, as defined in chapter 719, or a homeowners” association, as
defined in chapter 720, reguires a prospective tenant of a condominium unit,
cooperative unit, or parcel within the association’s control to complete a
rental application hefore regiding in a rental unit or parcel, the association
must cnmnlete nrncessm,q of a rental annhcatmnsubmltted b’? a prospective

ertlﬂE of an annllcatmn annruval ar denlal and if denled the reagon for

denial Absgent a timely denial of the rental application, the association must
allow the unit or parcel owner to lease the rental unit or parcel to the
gervicemember and the landlord must lease the rental unit or parcel to the
gervicemermber if all other termes of the application and lease are complied
with,

(31 The provisions of this gection mav not be waived or modified by the
agreement of the parties under any cireumstances,

Hection 2 Present subsgection (9) of zection 822,08, Florida Statutes, i
renumbered as gubszection (10), and a new subsection (9) iz added to that
section, to read:

2
CODING: Words stdeless are delebons, wordsz underlined are additions,
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Ch, 2016-242 LAWS OF FLORIDA Ch. 2016-242

222,08 Application for license; requirements for license and identifica-
tion card forms.—

(0fa) To support the carrving out of the duties of the Department of
YVeterans' Affairs prescribed in & 299,05 and to facilitate its oubreach to
veterang residing in this state, the application form for an original, a
renewal, or a replacement driver license or identification card must include a

vnlunta;g checkuff autho rlzlng a veteran I:If the United States Lrmed Forces

beneflts and Services avallable tio veterans The veteran ma‘s.r elect tn receive
requested information through United States mail or by e-mail,. The
requested information shall be delivered to the veteran by any third-parts
provider selected by the Department of Veterans' Affaire to act on itebehalf

(bl _The department shall collaborate with the Department of Veterans’
Affairs to administer this subsection, The department ghall report monthlv
to the Department of Veterans” Affairs the name and mailing address or e-
mail address of each veteran who requeste information as provided in
paragraph (al Following receipt of the monthly report, the Department of
Yeterans' ﬂﬁairs shall disseminate the cn:nntact information for each such

nrmflder must he ” nunnruﬁt urﬂanlzatmn Wlth SufflCIEIlt a‘t:ulllt‘s.F tl:u

comrmunicate with veterans residing throughout this state. For purposes
of this paragraph, the term “nonprofit organization” means an organization
exemph from the federal income tax under & 501 of the Internal Revenue
Code of 1886 or any federal, state, or local governmental entity,

(e In addition to the requirements of paragraph bl the Department of
Veterans' Affairs shall digseminate the contact information for a veteran
who gelects the voluntary checkoffto the appropriste countv or city veteran
gervice officer in order to facilitate further outreach to weterans,

(dil. The contact information of & veteran which is obtained by a third-
party provider pursuant o this subsection mav be used only ag authorized
by this subsection. The third-party provider mav not sell such contact
information, Feeept as otherwise provided, the third-party provider must
maintain the confidentiality of the contact information in accordance with
chapter 119 and the federal Drivers Privacy Protection Act of 19584, 18
TS Coae 2791 et seq,

2, 4 persgon who willfully and knowingly wviolates this paragraph
commite 3 misdemeanor of the firet degree, punishable ag provided in &
Tre.089 or & 775,083,

Section 2, Subsection (4) ofsection 285,003, Florida Statutes, is amended
to read;

285,002  Florida Veterans' Hall of Fame —

3
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{4)a) The Florida ¥Veterans® Hall of Fame Council shall annually accept
nominations of persons to be considered for induction into the Florida
Veterans' Hall of Fame and ghall transmit a list of upto 20 nominees tothe
Department of Veterans' Affairs for submission to the Governor and the
Cakinet who will zelect the nominees to be inducted.

(b) In eelecting ite nominees for submission to the Governor and the
Cahinet, the Fleeide Weborans Holl of Farme counecil shall give preference to
veterans who were born in Florida or adopted Florida astheir home state or
baze of operation and who have made a zignificant contribution tothe state
in civie, business, public service, or other pursuitz

(0] For purposges of thizs section, the term *veteran” or “military veteran®
meahs 2 person who meets the definition of the term in & 1017147 or a
former member of the Florida IWMational Guard.

Section 4, Section 489,11281, Florida Statutes, is created to read:

489,1131  Credit for relevant military training and education—

(17 The deparbiment shall provide a method by which honorably
digcharged weterans mav apply for licensure. The method must include a
veleran-gpecific application and provide;

(21 To the fullest extent possible, credit foward the reguirements for
licensure for military experience, training, and education received and
completed during service in the TTnited Shates Armed Forces ifthe military
experience, training, or education is substantially similarto the experience,
training, or education required for licensure,

b1 Acceptance ofup to 3 vears ofactive dutv service inthe United States
Armed Forees, regardless of duty or fraining, to meet the experience
requirements of & AB8,11102We), At least 1 additional wear of active
experience ag a foreman in the trade, either civilian or military, is required
to fulfill the experience requiremnent of &, 488, 11 183 el,

The board may adopt rules pursuant to 5 12053801 and = 13054 to
- b ] ;

(1 Mobwithstanding any obher provision of law, beginning Cotober 1,
201? and ;alnnuall‘s.F thereaﬂ;en the denartment 111 cnn]unctmn Wlth the

The renu:urt must 1nclude statlstlcs and 1nf|:|rmat1|:|n relatln,q tn thlS sectlnn

and &, 48951681 which detail:

(2] The number of applicants who identified themselves as veterans,

h1  The number of veterang whose application for a license was approved.

4
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{c) The number of veterans whose application for a license was denied,
including the reasons for denial

idl Data on the application processing times for veterans.

ie] Herommendations on wavs o improve the department's ahility to
meet the needs of veterans which would effectively address the challenoes
that veterane face when separating from military service and geeking a
license regulated by the department pursuant to part T of chapter 4584,

Section & Paragraph ib) of subsection (1) of gection 488511, Florida
Statutes, iz amended Lo read:

489,511 Certification, application; examinations, endorsement.—
(1)

(b  Any person desiring to be certified ag a contractor shall apply to the
department in writing and must meet the following criteria:

1. Beof good moral character,

2. Pass the certification ezamination, achieving a paseing grade az
eztablizhed by board rule; and

2. DMeet eligihility requirements according to one ofthe following criteria:

a. Has, within the & wears immediately preceding the filing of the
application, at least 8 years of wears” proven management experience in the
trade or education equivalent thereto, or a combination thereof, but not more
than one-half of such experience may be educational equivalent,

b, Has, within the 8 wvears immediately preceding the filing of the
application, at least 4 vears of wears’ experience ag a supervisor or contractor
in the trade for which he or she is making application, or at least 4 vears of
eszperience as a supervizor in electrical or alarm syvetem work with the
United States Armed Forees,

¢, Hae, within the 13 vears immediately preceding the filing of the
application, at least @ years of cornprehensive training, technical education,
or supervisory experience assoclated with an electrical or alarm system
conftracting business, or at least & years oftechnical experience, education
or training in electrical or alarm svetem work with the United States Armed
Forces or a governmental entity,

d. Has, within the 12 years immediately preceding the filing of the
application, been licensed for 2 wears as a professional engineer who iz
gqualified by education, training, or experience fto practice electrical
engineering, or

e. Has any combination of qualifications under sub-subparagraphs a.-c
totaling & vears of experience.

3]
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Section . Section 489.5181, Florida Statutes, is created to read:

480.5181 Credit for relevant military training and education—

(17 The department shall provide 2 method by which honorably
dizcharged veterans mav apply for licensure, The method must include a

veberan- Snemflc at:lr:lllcatmn and nrnvlde to the full et extent nussﬂ:nle credlt

educatll:un recewed and cnmnleted durlnE{ service in the Unlted State.s ﬁrmed

Forces if the military experience, training, or education iz substantially

gimilar to the experience, training, or edueation required for licensure. The
board may adopt rules pursuant to s 130582801 and &, 190,54 toimplement
thiz subsection.

(21 Motwithstanding any other provision of law, beginning Cckober 1,
2017, and annually thereafter, the department, in conjunction with the
board, 15 directed tu:: prepare and submlt a rennrt titled *Construction and

El

Prezident of the Senate, and the Spealer of the House of BEepregentatives,
The report shall include statistice and information relating to this section
and = 488,1121 which detail:

(a]l The numhber of applicants who identified themselves as veterans,

(b1 The nurmber ofveberans whose application for a license was a pproved.

()  The number of veterans whose application for a license was denied,
including data on the reagons for denial

id) Data on the application processing times for veberans.

ie] Becommendations on ways to improve the department’s shility to
meet the needs of veterans whickh would effectively address the challenzes

that weterans face when separating from military service and =eeking a
license regulated by the department pursuant to part I of chapter 455,

Hection 7. Hection 498810358, Florida Skatutes, iz created o read:

40261025 Credit for relevant military training and education.—

(11 The department shall provide a2 method by which honorably
dizcharzed wveterans may apply for licensure, The method must include:

ia) To the fullest extent possible, credit toward the requirements for
licensure for military training and education received and completed during
sewice in the United States Armed Forees if the military training or

llcensure and the military tralnlng or educatll:un recelved and cnmpleted by

6
CODING: Words sheelesss are deleions, words underlined are additiones.

20



Ch. 2016-24% LAWS OF FLORIDA Ch. 2016-24%

the weteran, and subsequent notification to the veteran of the overlaps and
gaps.

(o) Assistance in identifring programs that offer training and education

needed to meet the requirements for licensure.

(d) MNotwithstanding any other provision of law, beginning Cchober 1,
2017, and annually thereafter, the department iz directed to prepare and
submit & report to the Governor, the President of the Senate, and the
Spealer of the House of Hepregentatives., In addition to any other
information that the Legislature mav require. the report must include
statistics and relevant information which detadl:

(2] The number of applicants who identified themselves a8 veterang

(2] The numhber of veterans whose application for a license was denied,

including the reasgons for denial

idl Data on the application processing times for veterans.

ie] The departinent’s efforts to aseist veterans in identifring programes

that offer training and education needed to meet the requirements for
licensure,

(fi The department’s identification of the most common overlaps and
caps between the requirements for licensure and the military training and

ication received and completed be O

(2] Becommendations on wavs to improve the department’'s akility to
meet the needs of veterans which would effectively address the challenges

that veterahs face when separsting from military service and geekine a

to ch anter 493

Sectmn B (17 The Denartment |:|f HlEhWE.‘EF Safety and Ml:utl:ur 1ifehlcles

tu nru:rwde Dn51t9 cummermal mntnr VEthlE drwer llcense testmg nm]u:urtu-
nitieg to qualified members of the Florida National Guard pursuant o the
Department of Hishway Safety and Motor Vehicles commercial motor
wehicle driver license skills test waiver under &, 332 13, Florida Statutes,
Testing must be held at o Florida Mational Guard Armory, a Florida United
Shates Armed Forees Beserve Center, or the Camp Blanding Joint Training
Center, The pilot program shall be accomplished using existing funds
appropriated to each departiment,

L'Z‘J Bv June E.CI 2017, the Denartment uf HlEhWEW Safety and Mutnr

oL the result.s of the mlnt progratn tn:u the Prealdent nf the Senate andthe

Speaker of the House of Bepresentatives.

T
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(2] Thizsection ie repesled Cetober 1, 2017, and ghall not be codified in
the Florida Statutes

Section 9 Milibary and Overseas Vobing Assistance Task Force.—The
Ililitary and Cverseas Voting Assistance Task Force, a task force as defined
ing 20,08, Florida Statutes, iz created within the Department of State. The
taszk foree ig ereated forthe express purposge of studving izsues involving the
development and implementation of an online voting svetem that allows

=A== 41
voted ballots,

(1) The task force Ig composed of 11 members, ag fioll owe:

(21 The Secretarvof State or hizor her desicnee, who shall serve as chair
of the tazk force,

(bl The Adjutant General or hig or her desgisnee,

(]  The executive director ofthe Acency for State Technology or his or her
designee,.

(d] One member ofthe Senate appointed by the President of the Senate.

(2] COne member of the House of Bepresentatives appointed by the
Speaker of the House of Bepregsentatives,

(f) Three supervigors of elections appointed by the Florida State
Aesociation of Supervigorg of Blectiones,

(2] Three individuals appointed by the Secretarvy of State, with relevant
expertize in computers, the Internet, or obher associated technologies.

(2] Members of the task foree shall gerve without compensation, but are
entitled to reimbursement for per diem and travel expenses pursuant to s

115,061, Florida Statutes,

izenes:

(a)  Anv factorthat limite the ability of absent uniformed services voters
who are overgeas to request, receive, and return abeentee balloke within the
current statutory time period for casting absentee hallots,

(bl The coghts associated with the development and implementation of an
online woting sveherm.

(c]  The feaszibility of abgent uniformed services voters who are overseas
uzing an online voting svekem to electronically gubimit 2 voted ballot,

(] The gecurity of electronically gubmitting a voted bhallok through an
online vobing sveherm.

&
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(el Procedures adopted by other states to facilitate greater electoral
participation among absent uniformed gervices voters who are overseas,

(4] The Secretary of State shall submit a report to the Governor, the

President ofthe Senate, and the Speaker ofthe Housge of Representatives by

(8] The Divigion of Electiong of the Department of State shall provide

support gtaff for the tagk force. The Agency for State Technology shall assist
the task forcee upon request,

Section 10, This act ghall take effect July 1, 2018,
Approved by the Governor April 15, 2016,
Filed in Office Secretary of State April 15, 018

]
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Appendix B: Electronic Ballot Return

Methods by State

(Source: National Council of State Legislatures)

STATE*

Alabama

Alaska

Arizona

California

Colorado

Delaware

D.C.

Florida

Louisiana

Maine

EMAIL

Return Method

FAX WEB PORTAL**  All UOCAVA
.

° ° °

. ° .

° °

°

° °

° °

° °
°

° °

° °

°

° °

° °

. °
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UOCVAVA Sub-Class

Voters with Disability




Massachusetts ° ° °

Mississippi ° ° °
Missouri . ° ° °
Montana ° ° °
Nebraska ° ° °
Nevada ° ) °
New Jersey ° ° °
New Mexico ° ° °
North Carolina ° ° °
North Dakota ° . °
Oklahoma ° )
Oregon ° ° °
Rhode Island ° °
South Carolina ° ° °
Texas ° °
° ° ° °
Washington ° ° °
West Virginia ° ° ° [

* States not listed on this chart do not have any electronic return of vote-by-mail ballots

**Although some systems allow a voted ballot to be submitted entirely online, others require the voter to print
the voted ballot and upload it back into the system as a PDF.

Chart adapted from National Conference of State Legislatures (1/16/2017)

Source: http://www.ncsl.org/research/elections-and-campaigns/internet-voting.aspx
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Appendix C: Statistical Data — UOCAVA
Voting vs. Domestic Voting

(Source: U.S. Elections Assistance Commission’s Election Administration and Voting
Surveys 2014 and 2016)

Ballot Rejection Rates

4.00%
3.00%
2.00%
1.00% -
0.00% -
2014 2016
m All Voters UOCAVA Voters

Ballot Rejection for UOCAVA
Ballots

Domestic Vote-by-Mail 1,869,968 2,678,154

Number rejected 19,016 21,973
% Rejected 1.02% 0.82%

UOCAVA Vote-by-Mail 25,857 80,463
Number rejected 976 2,661

% Rejected 3.77% 3.31%
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Voter Participation Rates

80.00%

70.00%

60.00%

50.00%

40.00%

30.00%

20.00%

0.00%
2014 2016
m All Voters = UOCAVA Voters

Registration and Voting for
UOCAVA Voters

Total voter participation 6,055,157 9,613,669

% voter participation 51.02% 74.79%

UOCAVA participation 25,857 80,463

% UOCAVA participation 19.62% 48.02%
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Appendix D: Meeting Agenda

RICK SCOTT

TOVETTIOT

EEN DETZNER

ECTELErY O JTaleE

MILITARY AND OVERSEAS VOTING ASSISTANCE TASK FORCE MEETING

Monday, June 5, 2017 — 9200 am Eaztern Time to conclusion

Room 307, R_A. Gray Building

500 5. Bronough Street. I'alla.h;assee, Florida 32399

Agenda
2:00 am - 5:30 am Opening Pemarks —Florida Secretary of State
Call to Order and Roll Call
Introduction of Task Force Members
9:30 am - 945 am Task Force Responsibilities Purpose

Guoals of Meeting

2:45 am - 10:45 am

Presentations — Division of Elections

Historv/ Current Law, Statistics, and Other States

10:45 am - 11:00 am

Break

11:00 am - 12:00 pm

Presentations — Other Federal and State Studies

11| 2008 UOCAVA Okalooga County Distance Balloting Project

2) | 2014 Virginia Department of Elections 8B 11 Workeroup Report —
Buldmg a Secure Electronic Retum of Marked Ballots Solution for
our Overseas Military Voters

3) | 2013 Review of FVAP"s Work Belated to Femote Electronic Voting
for the UODCAVA Population

4} | 2016 Overseas Voting —Strategies for Engaging Every Voter —
Council of State Governments, Overseas Voting Initiative Policy
Recommendations Reports

12:00 pm - 1:00 pm

Lunch

1:00 pm - 2:00 pm

Public Comment

Division of Elections

R A Gray Building, Suite 316 = 5300 Somnth Bromough Street = Tallahassse, Florida 32399
8502456200 = 850.245.621T (Fax) » DOS MyFlorida com/elections
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FLORIDA DEPARTMENT t*lF STATE

RICK SCOTT EEN DETZNER
Governor Secretary of State
200 pm - 2:15 pm Break

2:15 pm - Until Concluded Discussion on Options and Vot on Task Force Recommendations
znd Next Steps

To request copies of meeting materials associated with thiz agenda, but not included herein, contact
Alexander Mosca with the Division of Elections at Alexander Mosea@DOS MyFlorida com or 830-243-
6200.

Members of the public who wish to provide comment om the Military and Overseas Voting Assistance
Task Force can submit their recommendations to DivElections@DOS MyFlonida.com.

Under Flerida law, email addresses are public records. If you do not want your email addresses released
in response to 2 public records request, do not send electronic mail to this entity. Instead, contact this
office by phone or in writing.

Diivigion of Elections
R.A Gray Building, Snite 316 = 500 South Bronough Street = Tallahassee, Florida 342399
850.245.6200 » 850.245.6217T (Fax) » DOS_MyFlorida com felections
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Appendix E: Meeting Sign-In Sheet

Florida Department of State
Military and Overseas Voting Task Force
Sign in Sheet

Date: June 5, 2017 Time: 9 a.m. (Eastern) until concluded
Location: Room 307, R.A. Gray Building, Tallahassee, FL
Note: All information on tiis form is a public record,
PRINT NAME TITLE NAME OF CONTACT
AGENCY /BUSINESS/ORG INFORMATION
(optional)
. |
1 | 1 - e
| \,Eﬂu' | |I-I.- W {3":,':""; Ollpf.&ﬁ O e, L__C?_—_N_- ol |

P Samekh Walk [P \Tee lnc.

_sz Bognd | S| Duwal County

bdligs Ehaan y i
P | Jazed A '_ - o P Torsg bt _
18 | Erie L ansp Daiw 85T | gansy boe Shite Tech.
7 ALEL st | Vo DepTeR etwte, BIVELECTow I
1% | o et _imgur_..bmm.ﬁ_ﬂﬂ;nﬁ_ — |

O Mud Stadam S0 | UbwwBv Couninvy

9 |Linda H.Ard |BCRIeF] Diy. oF £leatiBie

— 1

11

12

13

14

15

16

17
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Appendix F: Presentations

Sy
Bl

- 7
e
me, 1}

MILITARY AND OVERSEAS
VOTING ASSISTANCE
TASK FORCE

June g, 2017
Tallahassee, Florida

Opening Remarks

Secretary Ken Detzner
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Call to Order

RollCall

Introduction of Task Force Members

Organization and Agenda

Membership

Member Description Appointing Offidal/Organization

Maria Matthews, Esq. Director of Division of Elections; Task Designee of Secretary of State
Force Chair

Lt. Col. William 83 Troop Command Designee of Adutant General

Stanton

EricLarson Executive Director, Agency for State  Designee of Agency for State
Technology Technology

IM Fionda Senator Appointee of Senate President
Undesignated Flonda Representative Appontee of House Speaker
Hon. Paul Lux Supervisor of Elections, Okaloosa Appontee of Flonda State Assocation

County of Supervisors of Elections President

Hon. Mike Hogan Supervisor of Elections, Duval County  Appointee of Florida State Association
of Supervisors of Elections President

Hon. David Stafford  Supervisor of Elections, Escambia Appointee of Flornda State Assocaton
County of Supervisors of Elections President

Jared Marcotte Custom web developer, interface Appointee of Secretary of State
designer and IT strategst
Fmthlﬂallr Technical, Research and Management Appointee of Secretary of State

Linda Hastings-Ard Chief, Bureau ofVoting Systems Appontee of Secretary of State
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Agenda
Opening Remarks —Florida Secretary of State

Call to Crder and Rioll Call
Intreduction of Task Force Members

Task Force Responsibilities/Purpose

Goals of Meeting

Presentations — Division of Elections

History/Current Law, Statistics, and Other States
Break
L1000 M - 12200 P Presentations — Other Federal and State Studies
A2:0:0 P - 1200 P Lunch
Public Comment
Break

P T B W R Tl I P ) Drisoussion on Crptions and Viote on Task Force
Recommendations and MNextSteps

Task Force Purpose

Duty and Deliverables

33



Section g9, Chapter 2016-242,
Laws of Florida

Created the
Military and
Overseas Voting
Assistance Task
Force.

Task Force Deliverables

* |ssue recommendation

o Whetheror not Florida should pursue development
of online voting system for overseas uniformed
services voters.

o If task force recommends online voting system,
report must include development and
implementationsteps.

= |ssuereport
o Due July 1, 2017.

o Task force expires uponsubmission of report.
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Brief History and
Current Law

History of Vote-By-Mail

* First widespread use for military needs in USA during
Civil War.

* Florida’sfirst use dates to First World War.

* Uniformed and Overseas Citizens Absentee Voting
Act of 1986 [P.L. 99-410]

o Requirement thatall military and overseas citizens
be able tovote-by-mail in federal elections.

o Introduced equal opportunity and uniformity
across USA for military/overseas voters.

35



Challenges

= In 2009, PEW reported in No Time to Vote —
Challenges FacingAmerica’s Overseas Military
Voters that 1/3 of states did not provide for timely
receipt, vote, and return of voted ballots.
o Floridawas not one ofthose states.

= Congress enacts Military and Overseas Voter
Empowerment Act of 2009 (MOVE Act).
o States must send vote-by-mail ballotsto UOCAVA
voters atleast 45 days before an election.

o Some form of electronic availability of blank ballots.

MOVEACT (2009)

* Provide ballotin at least one electronic format:
o Fax
o Email
e Online delivery system
* Send or make available atleast 45 days before election.

» Allow for electronic communications and tracking of ballot
request and ballot.
* Provide Federal Write-In Absentee Ballot (FWAB)-

Emergency back-up ballot for those who requested but did not
get ballot.

Offered by Federal Voting Assistance Program (FVAP).

Can be marked electronically using FVAP's system, then printed,
signed, and returned using methods allowed in state.

Accessible online.
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Florida Vote-by-Mail for Non-
UOCAVAVoters

= No excuse vote-by-mail ballot for all voters (except
Election Day).

7-day window (35" — 28%" day before an election) for
domestic vote-by-mail voters with requests on file.

Last day to mail a requested ballot- 4 days before
election.

In-person ballot pick-up.

To count, vote-by-mail ballot must be received by 7
pm on Election Day in Supervisor of Elections’ office.

Florida Vote-by-Mail for UOCAVA
Voters

45-day advance send out

* Applicable to Presidential Preference Primary (PPP), General Election, and
Special Elections.

Options to obtain ballot

* Person can register and request blank ballot at the same time using Federal
Post Card Application

+ Blank ballots can be mailed, faxed, or emailed to UOCAVA voter.

e Federal Write-In Absentee Ballot (FWAB), a generic emergency back-up ballot
available online and downloadable.

Ballot return

* By mail or fax for overseas voters only.

» 10-day extension after election for ballots for overseas voters only to be
received by supervisor of elections (only in PPP, general, and special elections)
-must be postmarked or dated by election day.
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Florida Statistics

Analysis of U.S. Election Assistance
Commission Election Administrationand
Voting Survey Data

Registration and Voting for
UOCAVA Voters

Total voter participation 6,055,157 9,613,669

% voter participation 51.02% 74.79%

UOCAVA registered 131,790 167,549
voters

UOCAVA participation 25,857 80,463

% UOCAVA participation  19.62% 48.02%
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Voter Participation Rates

So.00%
To00%

60.00%

2014 2016
m All Voters UOCAVA Voters

Ballot Rejection for UOCAVA
Ballots

Domestic Vote-by-Mail 1,869,968 2,678,154

Number rejected 19,016 21,973
% Rejected 1.02% 0.82%

UOCAVA Vote-by-Mail 25,857 80,463
Number rejected 976 2,661

% Rejected 3.77% 3.32%
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Ballot Rejection Rates

4.00%
3.00%

2.00%

0.00%

2014 2016

m All Voters UOCAVA Voters

Takeaways

» UOCAVA voters are less likely to attempt to
vote.

Returned voted ballots from UOCAVA votes are
more likely to be rejected.

Primary reasons for rejected UOCAVA ballots

are:

o Ballot received after the deadline due to
remote location and/or timing of return.

o Mismatched or no signature on the voter’s
certificate which cannot be cured in time.
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STATE SOLUTIONS

Military and Overseas Voting Options Across US

Promonnsnnfosen

F ¥
we
-

Asazes
i"""l.“

Jawannagenes
-

Sesssnuanet
1 .

frassvnnasfes
H 4

States not isted on this chart do not have any dlectronic return of vote-by-mail ballots

= Source Chart adapted from National Conference of State Legisiatures (a/a6z0a7)
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Electronic Transmission of Ballots for UOCAVA Voters by State

Orange —Web portal

Green - Email or Fax

Purple — Fax only

No Celor —No Electronic return

Returning Voted Ballots

* Returning by mail is default.
o Federal law does notrequire electronicreturn for
UOCAVA.

o Federal law is floor, not ceiling.
o States can offer otheroptions.

Mail only: 18 states.

Fax: 6 states (including Florida).
Email: 1 state.

Email or fax: 22 states and DC.

Web-portal: 5 states (may also allowfax and/or email).
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Web-Portals

* Web-portals allow voters to access blank ballotsand
return a completed ballot.

* Voter must print and sign ballot/certificate, then
scan/photographit, and uploaditto portal.

* States:

o Alabama: Pilot programin 2016 Primary for
UOCAVA voters outside US territory.
Alaska: Opento all voters.

Arizona: Open to UOCAVA voters.

Missouri: Opento UOCAVA voters serving in
hostile area.

North Dakota: Opento UOCAVA voters.

Alaska Case Study

= Voter can apply for electronic ballot 15 days before
Election Day.
o UOCAVA voters can apply atany time.

« Voter can obtain ballot via fax or web portal.

= Voter can return ballot via fax, email, or portal.
o Requires faxmachine or computer with printer and scanner.
o Must print, complete, sign, scan, and upload/emailftransmit
ballot.
» If returned electronically, voter waives right to secret
ballot.

« Election officials must transcribe ballot onto official paper.
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Public Comment
Period

Discussion on Options
and Vote on
Recommendations
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The End

FLORIDA DEPARTMENT 0f STATE
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MILITARY AND OVERSEAS
VOTING ASSISTANCE

Flerida Department of State Task Force

Topic: 2013 Review of FVAP's Work Related to Remote
Electronic Voting for the UOCAVA Population

OVERVIEW

» Remote electronic voling was driven by congressional requirernents within the Natienal
Defense Authorization Act (NDAR) for Fiscal Year 2002

FVAF 1o conduct an electronic woting demonstration project [or a statistically relevan
population of absent Uniformed Bervice personnel

« NDAA FY 2005, Congress mainfained the requirement for FVAP to conduet this initiative,
but offered authority for FYAP to wait for the adrEpTil:-n of atandards by the newly formed
United States Election Assistance Commission (EAC) prior 1o conducting the
“smlectronic voling demonstration project” (Le., remete Internet voting) for JOCAVA
citizens

« 2010, EAC adopted the FOCAVA Filot Program Testing Requirements (UPFTR) which
addressed the standards for the conduct of a pilot program consiating of kiosks (e.q..
polling stations) at various locations around the world with the ability to provide a
paper audit record of each vote cast,

« August 2010, a joint meeting conducted by the EAC, FVAP and the National Institne of
Standards and Technology [MIST) yvielded a series of broad consensus topics

e
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RESEARCH TOPICS

System Integrity and Security

Conformance Testing to aceredit systems against UOCAVA Pilot Program Testing Requirements
[UPPTE)

Lixwe] of resiztancs exisiing sysiems possess against penetrations
Software assurance tools value for identifying defects in sofware source code review

+ Systemn Environment - Dol assets
Using the Defense [nformation Systems Network (DISN) as part of the cvarall architechue

Role of the Department's Common Access Card (CAC) for system avthentication purposes and
the potential for its use as part of the voter authenhcation procdds

Statutory and legal framework for the States (o participate in a remote kiosk-based pilot; based
on UPPTR criteria

Kiosks (=g, Pﬂlmi slations) at various locations around U world with ibe ability o provide a paper
audit record of & vole cast. Quantifiable Comparative Risk

« Duantifying comparative level of risk between the existing postal-based syatem and
that of a remote electronic voting system

RESEARCH DELIVERABLES

« Project yielded multiple deliverable documents supporting the requirement:
: Recommendations for the FOCAVA Pilet Program Testing Requirements (UPPTR)
; Voting System Testing Laboratory Functionality and Secarity Testing
Penetration Testing of a Simulated Election

Investigation of the use of Safiware Assurance Tools on Internet Voting Scftware
Applications

Voting Crver the INSN-CAC Analysis Feasibility Evaluation
The 2008 Okaloosa Distance Balloting Pilot Praject

Comparative Risk Analysia of the Gurrent UOCAVA Voting System and an Electronic
Alternative
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CLOSING

« Mot enough time allotted or political support to continue to explore this research
project
= Eliminated from FYAP'S requirerment in the NDAA (FY 2015)

= FVAP bealieves that the research, associated tools, and identification of the

outstanding gquestions are valuable and should be shared with the UOCAVA
stakeholder community.

= If a State wants to explore this project further, these deliverables are useful to
congider when developing a proof of concept

« Other Worlang Groups exploring the use of the CAC/PIV for everything except
electronic return of a voted ballot
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Okaloosa Distance
Balloting Pilot (ODBP)
Outline and Results

Military and Overseas Voting
Assistance Task Force
June 5, 2017

rrrrr

www.govote-okaloosa.com

Okaloosa Distance Balloting Pilot

Objective: Evaluale the effectiveness of remote voting

kiosks to improve overseas voling access

« Conducted by the Supervisor of Elections, Okaloosa
County, Florida

= Authorized by Florida Administrative Rule 15-2.030

Electranic Transmission of Absentee Ballots

+ Praject management by Operation BRAVO Foundation
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What’s the Problem?

*» There are an estimated 6 million overseas
military and civilian voters

+ 16.5% requested absentee ballot for 2006
election; only 1/3 returned and counted

- Ballots received too late for voters to return on
time or not received at all

= Current process too slow and cumbersome

ODBP Snapshot

Yoting kiosks staffed by election officials at three sites in
England, Germany, Japan

Kiosk sites operated for 10 day voting period

Yoter identity and eligibility verified by kiosk officials
‘Voters cast ballots using secure laptops

Encrypted voted ballots transmitted by Virtual Private
Metwork to a secure server

Yoted ballots stored with multiple layers of encryption
Okaloosa Canvassing Board validated, decrypled, and
tahulated ballots
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System Architecture

DDBER Systam Archlteciurs

Okalooss Cournty
I
DataCenter Absenten Kiosk St

Vebe Bafherduatn Byl

Walkthrough of Voting Process

= Daily setup of vating kiosk

Positive identification of voter
Corract ballot style matched to voter

Eallot selection, confirmation, and casting

» Protecting integrity of voted ballot

Only one ballot counted per voter

Correct tabulation of votes

51



Germany Kiosk
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Absentee Voting Kiosk

Voting Station Voter Authentication System
Authenbizatien Laplop
Wating Laplop Sowi v el Ry Bar Coss Scanear &
pa— ™ 'I B Emartcard Amader
Live GO gpep, ! 1
€ W -
by

8 8 8 . o o

o) <

@-I Hioah Dificisls — Water
Priater @

Specinkaed Rage [ —

Daily Setup of Voting Kiosk

« Kiosk waorker retrieves voting CD, smartcards and other

controlled items from secure storage
+ ‘erifies authenticity of voting CD
» Connects to Okaloosa VRDE and remote voting server

« Verifies connections and correct operation of voling laptop

« Leaves voting laptop in ready state for voting
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Positive Identification of Voter

Woter presents identification credential

Kiosk worker looks up voter using authentication laptop
with on-line connection to Okaloosa VRDE

Yoter Certificate is printed from WRDB

Voter signs Woter Certificate

Kiosk worker compares signature and authenticates voter

Ballot Style Matched to Voter

Kiosk worker scans bar code on \Voter Certificate to record

ballot style, voter 1D, and PIN data on a smartcard
Smartcard used to initiate voting process at voting station

Smartcard data communicated to voting service on remaote

secure server

Caorrect ballot style and voter digital signature delivered to

voting laptop
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Verify Correct Ballot Style

Iszuirg Paint

Ther Woter 1D has been found. You may update the Ballot
Siyle arwd Preconct before vriling Uhe Vetar Card

voder ID0 (LOG0GH0L3

Ballot Style: D29 - Precimeci: 150 -

Select, Confirm, and Cast Ballot

+ ‘oter uses touchscreen to make ballot selections

+ Confirmation screen activates printing of Voter's Choice
Record

= ‘oter confirms ballot selections

= ‘oter casts ballot and deposits Voter's Choice Record in
secure receplacle

» ‘oting station prints Counted as Cast receipt that voter

retains
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Voting Screen Sample

Confirmation Screen
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Protecting Voted Ballot Integrity

Yoter's digital signature applied when ballot cast

Cast ballot and voter digital signature encrypted with
Canvassing Board key

Encrypted ballot transmitted via secure WYPN fo secure

sarver

Ballots stored with multiple layers of encryption

One Ballot Counted per Voter

Kiosk worker updates VRDB to indicate that voter cast a
ballot

Elections office staff hold aside unopenad mail ballots
returned by kiosk votars

Canvassing Board reviews list of kiosk voters and

reconciles with mail ballot information

Canvassing Beard selects electronic ballots to be counted
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Correct Tabulation of Votes

Election definition ‘imported’ from GEMS to ODBP
tabulation server

Canvassing Board authorizes download of encrypted
ballots from server to bridge laptop

Encrypled ballots transferred from bridge laptop o
standalone mixing server for tabulation

Canvassing Board enters key to initiate mixing and
decryption of ballots

Yotes electronically tabulated

Electronic tabulation verified against manual count of
YWoter's Choice Records

Results

94 voters participated, 93 ballots cast
— England: 40

— Germany: 33

- Japan: 21

23 ballot styles

Systemn performance validated by comparing manual

count of Woter's Choice Records with electronic tally

Froject evaluation report (Fors-Marsh Group)
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Outcome Achieved

. Demonstrated effectiveness of a secure solution

+ 100% Audit conducted against paper Voter's

Choice records
» Extreme satisfaction of the voters
- Can be scaled up for use by any jurisdiction

- Easily adapted to support election practices in

other states

Some Lessons Learned

Kiosk system easy to set up and operate with minimal training
Only technology issue was setting up network connection in
hotals where kiosks were located

System easy for voters to use: would like to continue voting
this way, experienced greater sense of participation and
confidence that ballot would be counted

Researching question of lower than expected urnout—
perhaps due to short voting period immediately before election
day?

But 8 voters traveled from 50 to 100 miles

Some government coordination issues
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Answering the Critics

s Florida law permits secure electronic transmission of ballots
for overseas citizens (FL Statutes 101697, Administrative
Rule 15-2.030)

« Voters decide if they want to vote this way

« Entire system, including security features, tested and

certified by the Division of Elections
{Certificate # 0B0P26-3CY isswed on September 26, 2008)

- Independent source code review by team of nationally
recognized experts

« 100% audit of election results

Questions?
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Final Thought

Military and Overseas Voting Problem?
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Florida Department of State

Overview -Virginia SB 11
Workgroup Report (11/2015)

Presenter; Alexander Mosca, Program Administrator
Military and Owerseas Voting Task Force
June 5, 2017

FLORIDAY 4
: . WOHYISIC CF
Florida Secretary of State Ken Detzner FLECTIONS
haria Matthews, Esg., Director o Yo d

Division of Elections

Legislation

= Airginia General Assembly created a workgroup in 2014
o Investigate the issue of the secure return by electronic
means of voted absentee ballots from uniformed-
service voters outside of the United States.

= Issue report
¥ Building a Secure Electronic Return af Marked
Ballots Selution for our Overseas Militory Voters
(11/2015)
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National and State Issue

‘ Virginia military

more likely ta have
- returned absentes

™ > ballots rejected
" P
. i i g

Virginia military
| less likely to return
ahsentee ballots

Risk
s Any electronic solution will create a variety of risk
factors:
o Demal of Service
o Interception of the Ballot
o Corruption of Software
o Phishing, Identify Theft, and Social Enginesring
o Ohserving Contents of Ballots and Voter Coercion
o Ballot Box Stuffing
o Ballot Spoofing

= ‘What level of risk is acceptable?
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Proposed Solution

* 16 step process:

o Utilize a secure portal and .mil email addresses
Voter would mark electronic ballot in the browser
5 Portal would convert marked ballot into POF and

gncrypt

© Local election officials would access the portal to
obtain PDFs for all the electronic ballots in their
jurisdiction

Ovarsoas Miltary internet Yobing Waorklaw

EoFTWARE

BE Walnr

Wb s iy
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Implementation Costs

* One-time development cost: $1,400,000.00
= Annual maintenance cost: $§729,977.08
= Total first year cost: $2,249,977.08
# Estimated cost per vote:
o First year: $1,549.98
o Subsequent years: $424,99
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Final Action Taken

" S8 11 subsequently repealed by Virginia General
Assemnbly

= No implementation of SB 11 report at this time

FLORIDA
DEPARTMENT
of STATE
— For more infarmation, visit us online at:
: ‘ﬁ#,. dos.myflorida.com/elections/
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