Notice of Proposed Rule

DEPARTMENT OF STATE

Division of Library and Information Services

RULE NO.: RULE TITLE:

1B-26.003: Electronic Recordkeeping

PURPOSE AND EFFECT: The purpose of this amendment is to update guidelines for managing public records
created or maintained in electronic form. Updated guidelines reflect current technologies and best practices in
managing electronic records and ensuring their retention and accessibility in accordance with public records
provisions of Chapter 119, Florida Statutes.

SUMMARY: The proposed amendment updates references to required technical standards, clarifies ambiguous
language, reorganizes and consolidates various provisions, and provides for greater flexibility in agency technology
practices while continuing to require adherence to records retention and access requirements set forth in Chapters
119 and 257, Florida Statutes.

SUMMARY OF STATEMENT OF ESTIMATED REGULATORY COSTS AND LEGISLATIVE RATIFICATION:
The Agency has determined that this will not have an adverse impact on small business or likely increase directly or
indirectly regulatory costs in excess of $200,000 in the aggregate within one year after the implementation of the
rule. A SERC has not been prepared by the Agency.

The Agency has determined that the proposed rule is not expected to require legislative ratification based on the
statement of estimated regulatory costs or if no SERC is required, the information expressly relied upon and
described herein: the nature and substance of the proposed amendments to the existing Rule 1B-26.003.

Any person who wishes to provide information regarding a statement of estimated regulatory costs, or provide a
proposal for a lower cost regulatory alternative must do so in writing within 21 days of this notice.
RULEMAKING AUTHORITY: 257.14, 257.36

LAW IMPLEMENTED: 257.14, 257.36

IF REQUESTED WITHIN 21 DAYS OF THE DATE OF THIS NOTICE, A HEARING WILL BE SCHEDULED
AND ANNOUNCED IN THE FAR.

THE PERSON TO BE CONTACTED REGARDING THE PROPOSED RULE IS: Beth Golding, Bureau Chief,
Division of Library and Information Services, at R. A. Gray Building, 500 S. Bronough Street, Tallahassee, FL
32399, or via email at Beth.Golding@dos.myflorida.com.

THE FULL TEXT OF THE PROPOSED RULE IS:

1B-26.003 Electronic Recordkeeping.

(1) Purpese: These rules provide standards for record {master)—copies of public records which reside in

electronic_formrecerdkeeping-systems. RecordkeepingThese requirements must be incorporated in the system design
and implementation of new systems and enhancements to existing systems_in which electronic records reside. Public

records are those as defined by section 119.011(+12), F.S.

(23) Seope-
) These rules are applicable to all agencies as defined by section 119.011(2), F.S. and

2 These-rules establish minimum requirements for the creation, utilization, maintenance, retention, preservation,
storage and disposition of electronic record {master) copies, regardless of the media.




(34) Intent: Electronic recordkeeping systems and practices in use at the effective date of this rule; that are not
in compliance with the requirements of this rule; may be used until the systems_or practices are replaced or
upgraded. New and upgraded electronic recordkeeping systems and practices created_or implemented after the

effective date of thls rule shall comply w1th the requlrements contained hereln %%Dep&ﬁmeﬂt—ls—awaf&m&t—ﬁ—may

andard-a ara .“Checksum means ahashlng
algorithm or Drocedure for checking_that electronic records have not been altered by transforming a string_of
characters into a usually shorter fixed-length “hash value” or key that represents the original string.

(b) “Database” means an organized collection of automated information.

(c) “Database management system” means a set of software programs that controls the organization, storage and
retrieval of data (fields, records and files) in a database. It also controls the security and integrity of the database.

(d) “Digital signature” means a type of electronic signature (any letters, characters; or symbols executed with an
intent to authenticate) that can be used to authenticate the identity of the sender of a message or the signer of a
document and to ensure that the original content of the message or document that has been sent is unchanged.
Digital signatures can be created through checksumshashing-algorithms.

(e) “Electronic record” means any information that is recorded in machine readable form.

(f) “Electronic recordkeeping system” means an automated information system for the organized collection,
processing, transmission; and dissemination of information in accordance with defined procedures.

access to a system’s records and resources.

(h) “Metadata” means structured or semi-structured data about records that enables identification, access, use,
understanding and preservation of those records over time.

(ih) “System design” means the design of the nature and content of input, files, procedures; and output, and their
interrelationships.

(j#) “Permanent or long-term records” means any public records as defined by section 119.011(H12), F.S.,
which have an established retention period of more than 10 years.

(k#) “Record tmaster)-copy” means public records specifically designated by the custodian as the official record.

(Ik) “Geographic information system” means a computer system for capturing, storing, checking, integrating,
manipulating, analyzing and displaying data related to positions on the Earth’s surface.

(m}) “Open format” means a data format that is defined in complete detail, allows transformation of the data to
other formats without loss of information, and is open and available to the public free of legal restrictions on use.-A#n

(nm) “Unicode” means the universal character encoding standard maintained by the Unicode Consortium,
providing the basis for processing, storage; and interchange of text data in any language in all modern software and



information technology protocols.

(75) Pecumentation-standards:

Standard: Agencies shall develop and maintain adequate and up-to-date technical and descriptive documentation for
each electronic recordkeeping system to specify characteristics necessary for reading or processing the records.
Documentation for electronic records systems shall be maintained in electronic or printed form as necessary to
ensure access to the records. The minimum documentation required is:

(a) A narrative description of the system, including all inputs and outputs of the system; the organization and
contents of the files and records; policies on access and use; security controls; purpose and function of the system;
update cycles or conditions and rules for adding information to the system, changing information in it; or deleting
information; and the location and media in which electronic records are maintained and their retention requirements
to ensure appropriate disposition of records in accordance with Chapter 1B-24, F.A.C.

(b) The physical and technical characteristics of the records, including:

1. aA record layout or markup language that describes each file or field including its name, size, starting or
relative position, and description of the form of the data (such as alphabetic, decimal; or numeric), or

2. aA data dictionary or the equivalent information associated with a database management system including a
description of the relationship between data elements in databases;

(c) For information coming from geographic information systems, the physical and technical characteristics of



the records must be described including a data dictionary, a quality and accuracy report, and a description of the
graphic data structure, such as recommended by the federal Spatial Data Transfer Standards; and,

(d) Any other technical information needed to read or process the records.

(86) Creation—and—use-ofelectroniereeords: Electronic recordkeeping systems that maintain record {master)
copies of public records on electronic media shall meet the following minimum requirements:

(a)1. Provide a method for all authorized users of the system to retrieve desired records;

2. Provide an appropriate level of security to ensure the integrity of the records; in accordance with the
requirements of chapter 282, F.S. Security controls should include, at a minimum, physical and logical access
controls, backup and recovery procedures, and training for custodians and users. Automated methods for integrity
checking should be incorporated in all systems that generate and use official file copies of records. Hashing
algorithmsChecksums and digital signatures should be considered for all official file copies of electronic records.
The use of automated integrity controls, such as hashingalserithmschecksums and digital signatures, can reduce the
need for other security controls. Hashing-algerithmsChecksums used to protect the integrity of official file copies of
records should meet the requirements of U.S. Federal Information Processing Standards Publication 180-24 (FIPS-
PUB 180-24) (August 4,4—206022015) entitled “Secure Hash Standard_(SHS),” (er—Seeure—Hash—Signature
Standard™)-which is hereby incorporated by reference, and made a part of this rule. This publication is available
from the National FechnicalInformationService-INTIS)Institute of Standards and Technology,—5285PertReyal
Read; U.S. Department of Commerce, 100 Bureau Drive, Gaithersburg, MD 20899, Springfield; VA22161-and at
the Internet Uniform Resource Locator: https://csrc.nist.gov/publications/detail/fips/180/4/finalkttp-+esre-nist-gov
‘publicationsHipstipsiE0-2Hipst80-2pdf —Agenctes—utilizing—hashing —algorithms—shall —enly—use—validated
implementations-ofhashing-aleerithms:

3. Identify the open format or standard interchange format when necessary to permit the exchange of records on
electronic media between agency electronic recordkeeping systems using different software/operating systems and
the conversion or migration of records on electronic media from one system to another—Fer—text—records—in—the

4. Provide for the disposition of the records including, when appropriate, transfer to the Florida State Archives.

(b) Standard: Before a record @master)-copy is created on an electronic recordkeeping system, the record shall be
uniquely identified to enable authorized personnel to retrieve, protect; and carry out the disposition of records in the
system. Agencies shall ensure that records maintained in such systems can be correlated with any existing related
records on paper, microfilm; or other media.

(c)_Systems or programs used to create, store or access record copies of electronic records must capture
structural, descriptive, administrative and technical metadata standard to the system or program employed and must
generate additional metadata whenever a record is moved within the system or migrated to another format or storage
medium.

(97) Legal-authentieation- Agencies shall implement the following procedures to enhance the legal admissibility
of electronic records:

(a) Document that similar kinds of records generated and stored electronically are created by the same processes
each time and have a standardized retrieval approach.

(b) Substantiate that security procedures prevent unauthorized addition, modification; or deletion of a record
and ensure systems are protected against such problems as power interruptions.

(c) Identify the electronic media on which records are stored throughout their life cycle, the maximum time span
that records remain on each storage media; and the official retention requirements as approved by the Division of
Library and Information Services.

(d) Maintain in unaltered form a record copy of any and all documents signed, dated and sealed by a
professional engineer prior to or upon submission to the agency. The record copy of signed, dated and sealed
documents must be retained in unaltered form for the duration of the record’s retention period. This provision does




not prohibit agencies from scanning the unaltered document and maintaining the scanned copy as the record copy.

(e)_State agencies shall, and other agencies are encouraged to, establish and maintain integrity controls for
record-Gmaster) copies of electronic records in accordance with the requirements of chapter 282, F.S.

(108) Seleetion—of-electronie—records—storage—media:- For storing record (master)—copies of electronic public

records throughout their life cycle, agencies shall select appropriate media and systems which meet the following
requirements:

(a) Permit easy and accurate retrieval in a timely fashion;

(b) Retain the records in a usable format until their authorized disposition and, when appropriate, meet the
requirements necessary for transfer to the Florida State Archives.

(c) Standard: Agencies shall not use the followingfloppy-disks;-audie-cassettes;-or- VHSformat-video-cassettes

for the storage of record {master)-copies of permanent or long-term records::

1. Flash memory media (such as thumb drives, SD cards, CF cards, micro-SD cards);

2. Audio cassette tape;

3. VHS video cassette tape;

4. Floppy disks.

(d) Permanent or long-term records

may be stored er_using one or more of the following
methods:—pelyester-based—media—A ; —_ - : A ) .

1. Hard drive, preferably high-reliability, solid-state drive (SSD);_ spinning hard disk drive (HDD)_is also
acceptable;

2. Optical disc, preferably write-once discs with an inert dye layer;

3. Polyester-based magnetic data tape;

4. Cloud storage, preferably high-reliability, web-based storage services.

(de) Standard: A scanning density with a minimum of 300 PPI (300 DPI)detsperinch is required for scanned
images created by the agency from hard copy permanent or long-term records.

(ef) Standard: Record (master)-copies of scanned images created by the agency from hard copy permanent or
long-term records must be stored in accordance with a published International Organization for Standardization
(ISO) open standard image format.

(fg) The following factors are to be considered before selecting a storage media or converting from one media
to another:

1. The authorized retention of the records as determined during the scheduling process;
2. The maintenance necessary to retain the records;

3. The cost of storing and retrieving the records;

4. The access time to retrieve stored records;

5. The portability of the medium (that is, selecting a medium that can be read by equipment offered by multiple
manufacturers); and,

6. The ability to transfer the information from one medium to another, such as from optical disk to magnetic
tape.

(H9) Maintenance-of electronierecords:

(a) Standard: Agencies shall back up electronic records on a regular basis to safeguard against the loss of
information due to equipment malfunctions, human error; or other disaster. Additional backups are strongly




recommended for permanent and long-term records. Ageneies—shall-maintainbaeckup-electronicrecordingmedia

Backups created for disaster recovery purposes, and all preservation duplicates of permanent or long-term records,
shall be maintained in an off-site storage facility, which may include cloud storage, geographically separated from
the risks associated with the agency’s location. The storage environment must be maintainedwith at constant
temperature (below 68 degrees Fahrenheit) and relative humidity (2630 to 3045 percent) eentrelslevels. Storage and
handling of permanent or long-term records on magnetic tape shall conform to the standards contained in Standard
AES22-1997 (r20038) “AES recommended practice for audio preservation and restoration — Storage and handling —
Storage of polyester-base magnetic tape” (published 1997, reaffirmed 2003_and 2008, stabilized 2012) which is
hereby incorporated by reference and made a part of this rule. This publication is available from the Audio
Engineering Society, Incorporated;-60-East-42nd-Street;, Room2520, New—York NewYork 10165-2520,and at the
Internet Uniform Resource Locator: https://www.aes.org/publications/standards/search.cfm?docID=25http:
Hwweanaes.org/publications/standards/search-efm. If an agency cannot practicably maintain backups and
preservation duplicates as required in this section, the agency shall document the reasons why it cannot do so. Other
electronic records media should be stored in a cool, dry, dark environment when possible (maximum temperature 73
degrees Fahrenheit, relative humidity 20-50 percent).

(b) Standard- Agencies shall annually read a statistical sample of all electronic media containing permanent or
long-term records to identify any loss of information and to discover and correct the cause of data loss.

(c) Standard:- Agencies shall conduct data integrity testing on all media containing permanent or long-term
electronic records at least every 10 years and verify that the media are free of permanent errors. More frequent
testing (e.g., at least every 5 years) is highly recommended._If a checksum was previously run on the digital media,
testing can be conducted by running the same checksum.

(d) Standard: Agencies shall ealy-rewind tape_reels immediately before use to restore proper tension,_or at a
minimum every three years. When tapes with extreme cases of degradation are discovered, they should be rewound
to avoid more permanent damage and copied to new media as soon as possible. Tapes shall be played continuously
from end to end to ensure even packing. Tapes shall be stored so that the tape is all on one reel or hub._The
requirement for rewinding does not apply to tape cartridges.

(ef) Standard: External labels (or the equivalent automated management system) for electronic recording media
used to store permanent or lemg—long-term records shall provide unique identification for each storage media,
including:

1. The name of the organizational unit responsible for the data;

2. System title, including the version number of the application;

3. Special security requirements or restrictions on access, if any; and,
4. Software in use at the time of creation.

(fe) Standard: For all media used to store permanent or long-term electronic records, agencies shall maintain
human readable information specifying recording methods, formats, languages, dependencies; and schema sufficient
to ensure continued access to, and intellectual control over, the records. Additionally, the following information shall
be maintained for each media used to store permanent or long-term electronic records:

1. File title;

2. Dates of creation;

3. Dates of coverage; and,

4. Character code/software dependency.

(hg) Standard: Electronic records_storage media shall not be stored closer than 2-meters{abeuto feet; 7inehes)
from to sources of magnetic fields, including generators, elevators, transformers, loudspeakers, microphones,
headphones, magnetic cabinet latches and magnetized tools.

(hi) Standard: Electronic records on magnetic tape or disk shall not be stored in metal containers unless the
metal is non-magnetic. Storage containers shall be resistant to impact, dust intrusion and moisture. Compact disks



shall be stored in hard cases, and not in cardboard, paper or flimsy sleeves.

(if) Standard- Agencies shall ensure that record {master) copies of electronic records are maintained by
personnel properly trained in the use and handling of the records and associated equipment.

(jk) Agencies shall establish and adopt procedures for external labeling of physical storage mediathe-contents-of
diskettes;—disks;—tapes;—or—opticaldisks and for descriptive file naming_and/or labeling of electronic files and

directories so that all authorized users can identify and retrieve the stored information.

(k}) Agencies shall convert storage media to provide compatibility with the agency’s current hardware and
software to ensure that information is not lost due to changing technology or deterioration of storage media. Before
conversion of information to different media, agencies must determine that authorized disposition of the electronic
records can be implemented after conversion. Permanent or long-term electronic records stered-eon-magnetic-tape
shall be transferred to new media compliant with this rule as needed to prevent loss of information due to changing
technology or deterioration of storage media.

(+210) Retention-of-electronie-records: Each agency is responsible for ensuring the continued accessibility and
readability of public records throughout the entire life cycle regardless of the format or media in which the records
are maintained. Agencies shall establish policies and procedures to ensure that electronic records and their
documentation are retained and accessible as long as needed. These procedures shall include provisions for:

(a) Standard- Scheduling the retention and disposition of all electronic records, as well as related access
documentation and indexes, in accordance with the provisions of Chapter 1B-24, F.A.C.

(b) Standard: Establishing procedures for regular recopying, reformatting; and other necessary maintenance to
ensure the retention and usability of the electronic records throughout their authorized life cycle.

(c) Standard: Transferring a copy of the electronic records and any related documentation and indexes to the
Florida State Archives at the time specified in the records retention schedule, if applicable. Transfer may take place
at an earlier date if convenient for both the agency and the Archives.

(1311) Destruction—-of-electronierecords: Electronic records may be destroyed only in accordance with the
provisions of Chapter 1B-24, F.A.C. Ata-mintmum-each-agencyshall-ensure-that:

Rulemaking Authority 257.14, 257.36(1), 257.36(6) FS. Law Implemented 257.36(1)(a) FS. History—New 8-16-92, Amended
5-13-03, 5-21-08,

NAME OF PERSON ORIGINATING PROPOSED RULE: Amy Johnson, Director Division of Library and
Information Services

NAME OF AGENCY HEAD WHO APPROVED THE PROPOSED RULE: Laurel M. Lee, Secretary of State
DATE PROPOSED RULE APPROVED BY AGENCY HEAD: July 12, 2021

DATE NOTICE OF PROPOSED RULE DEVELOPMENT PUBLISHED IN FAR: June 18, 2021



